LoRaWan Register a device
on TTN

F. Ferrero



LoRaWan with The Thing Network

* The Things Network is a global, open,
crowd-sourced Internet of Things data
network. @

* The Things Network Backend route TS
messages from Nodes to the right
Application, and back

* First, you have to register to @
https://www.thethingsnetwork.org/ , when |
it is done, tell me your ID, | will add you as a
collaborator on the Polytech’ application

* You can also join the Sophia Antipolis TTN
community :



https://www.thethingsnetwork.org/
https://www.thethingsnetwork.org/community/sophia-antipolis/

Adding a new device

* Go to « Projets Polytech »application and register device
* For ID and EUI, use the N° 50ff1a00000000XX and just incremant XX.
* To remember it : « 50ffla » is for « SOPHIA »

* It will provide Device EUI, Application EUI and App Key

Activation Method OTAA
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Activation by Personalization (ABP)

Go to settings
Select ABP and save

Go back to Overview
You have now the Device Address and the two 128 AES keys
You can click on Hex-C Style to have the key in the right format
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Activation by Personalization (ABP)

* Go to my Github : https://github.com/FabienFerrero/UCA Board

* Download the archive (.zip) and extract the archive

* Copy the file from Arduino_Code/Libraries/ to /Document/Arduino/

Libraries/
* Open the code Arduino_Code/LORAWAN/ABP/Basic/UCA-ABP_Basic.ino
. Copy/Paste NWKSKEY APPSKEY and DEVADDR with your IDs from TTN
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Activation by Personalization (ABP)

Status 25 seconds ago

* Compile and download the code on your board Frames up O reset rame counters

Frames down O

 Look at the TTN device overview

* Frames up should increment each minutes as you board is sending an
uplink each 60s.

e Have look on data

* For each uplink, you can look many details as RSSI, SNR, airtime,
modulation, coding rate, GW ID, etc ...

&  21:45:35 3 1 payload: 48 656C6C6F 2C 2077 6F 726C 64 21
& 271:44:29 g 1 payload: 48 656C6C&F2C2077 6F 726C 64 21
& 21:43:22 1 1 payload: 48 656C6C6F 2C2077 6F 726C 64 21

& 21:42:16 0 1 etry payload: 48 656C6C6F 2C 2077 6F 726C 64 21



Activation by Personalization (ABP)

Frame counter security

* Now reset you board (click on the red button on the Arduino mini pro)
* TTN is no more receiving the data

* Click on « reset frame counters » and reset you board again

e As you can see, frame counter is a security features to avoid replay attack (done
by capturing and re-transmitting the messages)

Downlink
* Open your serial monitor
* In TTN overview, go to downling, add a payload like « BABA » and click on send

e After the next uplink, you should see the number of byte received in downlink

lee08545: EV TXCOMPLETE (includes waiting for EX windows)
Eeceived

bytes of pavload



Over the Air Activation (OTAA)

* In TTN Settings of your device, select OTAA and save

* Open the code Arduino_Code/LORAWAN/OTAA/LP_Basic/UCA-
OTAA_Basic.ino

* copy paste after clicking on hexa-style the DEV-EUI, APP-EUIl and App Key

* Be carefull !!!
* Device EUl and Application EUI are Isb
* App Key is msb

Device EUl <> X b { Bx82, Bx08, 8x00, exbe, 8xe., ox56, O8xGA, axDA } =
ApplicationEUI <> = sb { @xA@, ©8x99, exee, exDe, @x7E, ©xD5, 6xB3, a@x7@é } |
AppKey ¢ = &  msh { 8xAE, exlA, @xBC, ©x3B, BxEB, 8xEA, ex47, OxEF, @x34, BxC4, 8x7C, @xB9, exy2, | =

k



Over the Air Activation (OTAA)

* Look in data
* You should see a first uplink that

request the connection  comns
* And a second packet witht the first data
* On the serial monitor you can see the co423: 2 somiis

Joining process and then Joined and Tx. &= =

BV=346.00

° i FQ

The device go to sleep after the Tx T i26: EV THCOMPLETE (1nciuces maiting for FX windowe)
Datarate: 5F8
Sleeping for 360 seconds = 45 x 8 + 0 x 4 + 0 x 2 + 0

First packet

with data

\A 22:10:21 0 1 payload: 00 02 02 01 5A
Board
request for ¢ 22:10:18 devaddr 26 012A04 appeui: 70B3D57EDO00A390 deveui: 50 FF 1A 0000 000001

connection



Over the Air Activation (OTAA) and data

* Try now the code
Arduino_Code/LORAWAN/OTAA/LP_BME280/UCA-BME280.ino

* It use the sensor BME280 that measure T°c, Humidity and
Pressure

* The code is using Cayenne LPP format

 Now you can see sensor data in the uplink packet

APPLICATION DATA

Filters

00202015A036843047327650502003F analogin 2: 3.46 analogin_5: @.63  barometric_pressure_4: 1888.5  relative_humidity 3: 33.5

devaddr: 260129C1 appeuir 70B3D57EDOO0DA3 S0  deveul: 50 FF 1AD0D 0000 0001

a 22:16:49 1 1 payload: 00 0202 01 5A


https://github.com/myDevicesIoT/cayenne-docs/blob/master/docs/LORA.md

Using Cayenne to see you data

* Go to https://mydevices.com/ and create an account

* Add a device by selecting LoRa/TheThingNetwork and Cayenne LPP.
* Just add your device EUI
* You should see your data

Cayenne
“owered by myDevices

RSSI SNR Temperature (1) Analog Input (2} Humidity (3) Barome ter (4)

-102.00 4ill9.20 2470  BL800 €332  1031.20

0 UCA_BME_Maison


https://mydevices.com/

Good luck for you projects |




