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Actuation challenges

* Most of the loT platforms and applications consider actuation as :
* |nexistent (sensor networks),
* “Fire & Forget” (actuation is considered unproblematic *),
e Ad-hoc actuation management™*,

Call 10T-03-2017 : R&I on |oT integration and platforms

“loT platforms integrating evolving sensing, actuating, ”
“Platforms should provide connectivity and intelligence, actuation and control features”
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Trustworthlyness is actuation management and control
(from a semantic point of view of action and conflictual effects control)

ACT * Purely programmatic approach
‘evOps ** Industrial automatic control, embedded systems, etc...
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Actuation Conflict Handling (T2.3)

Key idea : « Actuation conflict is not only action conflict but also physical effect conflict »
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Commission
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Necessary physical effect model

* To care of Explicit but also Implicit Effects (a.k.a. direct and indirect impacts [Yagita et é
* Only few works consider implicit actuation effects (see related works D2.1 and D3.1) )
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Explicit conflict Implicit conflict
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Physical system model is key to model effects

* Actuation impacts isolation (physical system) é
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Main hypothesis :
Physical Systems are theoretically
isolated to avoid modelling the world

[ 5]
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Action-Effect model

Entity of Interest (Eol)

interact with consumes . .
o ieal ‘ p \ ariem) | . Entity of interest
Physica affects 5
system |1..n Effects | n Produces 1|Actuator HCommand [Haller S.]
& [Sarray I. et al.]

x A

holds
11 Also close to other

consumes I models [Zhao b et al.]
Device |*
“|

1.n

produces
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Alarm#1

Physical system a -
Alarm#2 - ) .

Alarm#3
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T2.3 challenge : Actuation Controller Model and

Synthesis

Adding constraints

2
Physical system
€3

model to Physical

System and

Orchestration

Models

Alarm#
3

Designing controller
with a model checker

Alarm#t
3

J.-Y.Tigli, S. Lavirotte, © 2018 CNRS - UCA all rights reserved

13||0J43u0)

> &

- e
. Physical system
3

- €4

- e

13[]0J3u0)

2
2
2
@
D)
Q
O
g
O
Q.
D
O
—
@
C

 \
N
| —




CNRS contributionin T2.3

* Models Definition : * Actuation Controllers Design
* Definition of models for & Storage :
actuation & physical systems * Assisted design of actuation
* Orchestration model and handling with constrains
actuation conflict checking specification (model checking)
* Constrains model on concurrent  Storage of actuation controller
accesses in an ontology-based catalogue
Z’f:f;/ * Synthesis of actuation controller
model to deploy dynamically
Constrains Orchestration
model model
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T2.3 Tools Architecture

Actuation Controller
synthesis

Actuation Handling Model and
Model Checking (for example to Actuation
disambiguate states) Controller

Physical deployment

no108loid-]oDUS MMM

system
model Actuation
Constrains Orchestration conflict
model model detection

Dev Time Deploy Time Monitoring Time
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Actuation and behavioral drift (T73.2)

Key Idea : “what is effectively done is not what is expected”
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Commission
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However,
“what is effectively done is not what is expected”

* FromT2.3to T13.2

* Physical systems are subject to uncertainties,
* Indirect effects may cause unexpected behaviours.
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Action-effect-observation model

« affect ((INDIRECT)

Disturbance 2
. interact with consumes 2
Entity of o (INDIRECT) I ) 2
Physical affect 1 1.
Interest Effects Actuator Command .
system 1.n =« 2 produce 1I Q)
(Eol) L-n o pireCT) =
*x A k A
. T observe Q
holds O
£ _I|_
Sensor 111 linked O
with -
consume ) O
T Device |* .
@
—
produce .
Cq CD
App(1) -
C2 al> e;
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Intuitive approach : Deterministic observation
Model

y=10 Lux y=30 Lux é

(State 0) (State 1) 2

Presence (u=2) Conform Non-Conform 0]

Presence (u=10) Non-Conform Conform 8
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Main approach : From deterministic model to

stochastic model to handling uncertainties

* From a deterministic model of the expected
behaviour, free from uncertainties,

* To stochastic model handling uncertainties/vagueness

Finite state model
—

T3.2 : Exploration
of new associated
deterministic /

stochastic models

Deterministic

Discrete Discrete

Probabilistic

Non timed Timed Non timed Timed
MOORE IOHMM IOSHMM
Non timed Timed
Total knowledge Total ignorance Partial ignorance

Non-Deterministic

Stochastic

Possibilistic

PIOHMM PIOHSMM
Non timed Timed

Partial ignorance

J.-Y.Tigli, S. Lavirotte, © 2018 CNRS - UCA all rights reserved

2
2
2
@
D)
Q
O
—I|-
O
Q.
D
O
—
@
C

N\
N
| —




Stochastic Observer Design and Synthesis

* Example Probabilistic Observer Model

Pty | Xk, X+1)
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Tolerance towards
uncertainties
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Stochastic Observer Design and Synthesis

Ay =N(p =108, =2) Agg = N(pgr = 105,03, = 2)

pres — 105

pres = 10

’ Az = N(p12 = 10-5,07, = 2)

aﬁ/ .

@ @ lowLuminosity ¢ highLuminosity \ Low lum.mosnty A21 :N(}-“Zl = 1,0’%1 = 2) I_Ilgh llllIl’l-l-ﬂOSﬂy
‘. |
A\

1
1
1
~ A\
Bi=Nu=2:2=2) By =N(p =30, =5)

Expected deterministic » Tolerance

O-bserver mOdeI Fig.a : Input/Output observations
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Fig.b : Log-Likelihood
with InputfOutput sequences length (K) = 5

Seguence#
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mart home example

hour = nterval(7,17)

houe = interval(7,17)

0.110000)

hou = réervak7,17)

© Homevo

! Rez-de-Chaussée

Dot

B = O NodeReD
O @

127.00.1

2018/05/08 - Mardi
Slours STz
Heure gitd'®

Nuages
—

Point de rosée

ssance 0.000kw

foweLourant  30:298KWn
Dern. Jour 70.24 kWn
Detn. Semaine 50369 kivh
Dern, Mois,2854.06 kivh
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Most likely deterministic observer model as
feedback
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CNRS contributionin T3.2

* Context observers providing  Test Behavioral Drifts measures
Stochastic Model inputs (to discuss as reward for reinforcement
with UDE) learning (UDE)

* Exploration of new associated * Feedback for « Dev » :
deterministic / stochastic models * Behavioral drift
(CNRS) * The most likely observers

deterministic model

J.-Y.Tigli S. Lavirotte, © 2018 CNRS - UCA all rights reserved
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T3.2 Tools Architecture

Behavioral drift
observers synthesis

dand |~
=~
o =

Stochastic Observer Models
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Physical
system
model
Det ki Most likely deterministic Drift as reward
eoebl”mlﬂls 1 Tolerances observer model as for online
server models diagnostic for Dev Time learning

models

Dev Time Deploy Time Monitoring Time
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Experiments with use case providers
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Experiments in Smart Building Domain with
Tecnalia

* Step 1 : Scenarios Description
* Step 2 : Requirements and Experimental Infrastructure

* Step 3 : Applications Design to illustrate actuation conflict challenge :
e At Dev Time : Actuation conflict handling

* At Ops Time : Behavioral drift evaluation =

i ) ) Confort Heater Temperature
* Step 4 : Continuous delivery improvment Sensors
* Experiments and experimental protocols Luminosity Controllable Light sensors
* Feedback analysis (what are benchmarks ?) windows — (inside /
Controllable outside)
light

* Others use cases in ITS Domain

ACT (Rail with Indra) ?
‘evOps
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Questions ?
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Appendices
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Appendice 1 : First related works analysis

Publications

Modeling Actuation Constraints for loT
Applications (3 pages position paper)

Discrete Control for Smart
Environments through a Generic Finite
State Models Based Infrastructure

DepSys: Dependency Aware Integration
of Cyber-Physical Systems for Smart
Homes

Event Management for Simultaneous
Actions in the Internet of Things

Safe Composition in Middleware for
the Internet of Things

SPIRE: Scalable and Unified Platform
for Real World loT Services with
Feature Interaction

An Application Conflict Detection and
Resolution System for Smart Homes

Ontology Behavioural Dependency Controler Constraints model

based

model graph model
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